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1. AMAC

Bu dokiiman, Ortak Kriterler Belgelendirme
Sistemi altinda Ortak Kriterler standardina

uygun olarak degerlendirmeler
gerceklestirecek Ortak Kriterler
Degerlendirme Laboratuvarlari i¢in

gereksinimleri belirlemektedir.
2. KAPSAM

Bu dokiiman, ulusal yap1 igerisinde Ortak
Kriterler degerlendirmeleri gergeklestirecek
tiim laboratuvarlari kapsar.

3. DEGERLENDIRME
LABORATUVARI
GEREKSINIMLERI

3.1. Genel Gereksinimler

3.1.1. Tirkiye Ortak Kriterler
Tanima So6zlesmesi’ne bir
taraftir. Ortak Kiriterler
Belgelendirme Sistemi
sO0zlesmenin gereksinimlerine
uygun olarak isletilmektedir.
Yap1 icerisinde Ortak Kriterler
degerlendirmeleri
gergeklestirecek olan tim
degerlendirme laboratuvarlar1 da
ilgili s0zlesmenin
gereksinimlerini ve yapi
icerisinde uygulanmast  Ortak
Kriterler Yonetim Kurulu
tarafindan zorunlu olan tim
gereksinimleri uygulamalidir.

3.1.2. OKDL, TSE Ortak Kiriterler
Belgelendirme Sistemi Yapisi
altinda ve yapmin gerektirdigi
tim  yiikiimliliklere = uygun
olarak  faaliyet gOsterecegini
taahhiit etmelidir.

3.1.3. OKDL yasa ile kurulmadigi
stirece ISO/IEC 17025
standardina uygun olarak
akredite olmalidir.

1.0BJECTIVE

This document describes the requirements for
Common Criteria Evaluation Laboratories
(CCTL), which shall make evaluations in
conformance  with  Common  Criteria
Standards under Common Criteria
Certification Scheme.

2.SCOPE

This document includes all laboratories to
make Common Criteria evaluations within
national structure.

3.REQUIREMENTS FOR
EVALUATION LABORATORY

3.1General Requirements

3.1.1 Turkey is one part of the
Common Criteria Recognition
Arrangement. Common Criteria
Certification Scheme is operated
in  conformance  with  the
requirements of the agreement.
All  evaluation laboratories
within this structure, which shall
realize Common Criteria
evaluations, must apply the
requirements of this agreement,
as well as all other requirements,
which are considered obligatory
by Common Criteria
Management Board.

3.1.2 CCTL must commit to
operate under TSE Common
Criteria Certification Scheme
Structure in conformance with
all liabilities required by the
structure.

3.1.3 CCTL must be accredited
in conformance with ISO/IEC
17025 standard, unless
established by law.
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3.14. OKDL Ortak Kriterler
degerlendirmelerini Ortak
Kriterler Belgelendirme Sistemi
tarafindan  ylirtirliikte olan
standart siirlimiine ve kullanimda
olan metodolojiye uygun olarak
gergeklestirir. Ayrica
laboratuvarlar ~ uygulanabildigi
durumlarda  Ortak  Kriterler
Yonetim  Kurulu tarafindan
yayinlanan uluslararasi
yorumlara ve Ortak Kiriterler
Belgelendirme Sistemi tarafindan
yapilan ~ yorumlara  uymakla
yiikiimlidiir.

3.1.5. OKDL Ortak Kriterler
Belgelendirme Sistemi igerisinde
tanimlanan tim prosediir ve
yayinlar1 uygulamak ile
yikiimliidiir.

3.1.6. OKDL, bu dokiiman da dahil
olmak iizere OKBS Yaynlar
icerisinde gerceklestirilen tim
degisiklikleri yayin tarihinden
itibaren en ge¢ 15 giin icerisinde
uygulamakla yikiimliidiir.
OKDL i¢in uygulanamayacak
degisiklik gerekcesi ile birlikte
OKBS yonetimine
bildirilmelidir.

3.1.7. OKDL; TSE OKBS’ye
basvurmadan once en az 1 adet
Ortak Kriterler degerlendirmesi
vapmis  ve gerekli  kayitlar
tutmus olmalidir.

3.2. Kalite ve Giivenlik Gereksinimleri
3.2.1. OKDL degerlendirmeleri
hicbir kurum veya kisi etkisi
altinda kalmadan bagimsiz olarak
gerceklestirmelidir. OKDL
bagimsiz bir organizasyon veya
organizasyonun  bir  bolimi
olarak kurulabilir. Ikinci
durumda laboratuvar idari ve
finansal bagimsizligin1 gosterir
bir taahhiit saglamakla
yiikiimliidiir.

3.14 CCTL realizes Common
Criteria evaluations in
accordance with the standard
version in force by Common
Criteria Certification Scheme
and the methodology in use.
Furthermore the laboratories are
liable to conform to international
comprehensions  issued by
Common Criteria Management
Board, and comprehensions by
Common Criteria Certification
Scheme, if applicable.

3.1.5 CCTL is liable to apply all
procedures and publications
defined in the Common Criteria
Certification Scheme.

3.1.6 CCTL is liable to apply all
changes made in CCCS
Publications including this one
within latest 15 days upon date
of  publication. Inapplicable
changes for CCTL must be
notified to CCCS management
together with the reason causing
inapplicability.

3.1.7 In order to be licenced; the
evaluation facility has to have
performed at least one
evaluation according to Common
Criteria.

3.2 Quality and Security
Requirements

3.2.1 CCTL evaluations must be
performed independently without
effect of any institution or
person. CCTL can be established
as an independent organization
or part of an organization. In the
second case, the laboratory has
to provide a commitment
showing administrative  and
financial independence.
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3.2.2. OKDL bir kalite kilavuzuna
uygun  olarak  faaliyetlerini
gergeklestirmeli ve elektronik bir
dokiiman ve arsiv yonetim
sistemi kullanmalidir.

3.2.3. OKDL ticari agidan hassas
bilgilerin korunmasi1 amaciyla
gereken  yiikksek  diizeydeki
giivenligi saglamak i¢in
uygulanacak  prosediirleri  ve
biitiin personelinin iistlenecegi
sorumluluklart ~ belirten  bir
Glivenlik  Kilavuzu'na  sahip

olmalidir. Giivenlik
Kilavuzu’nda Fiziksel Giivenlik,
Personel Giivenligi, Bilgi
Giivenligi tedbirleri ve

gereksinimleri tanimlanmalidir.

3.24. OKDL asgari olarak idari
yonetici, teknik sorumlu, kalite
sorumlusu, giivenlik sorumlusu
ve kayit sorumlusu ile birlikte
degerlendirme personeli
gorevlendirmelidir. Birbiri ile
cakigsmayan roller ayni personel
tarafindan yiiritiilebilir.

3.2.5. OKDL miisterileri bilgilerini
gereken giivenlik seviyesinde
muhafaza edecek fiziksel
giivenlik 6nlemlerini almalidir.
Fiziksel Giivenlik 6nlemleri
asagidaki maddeleri icermelidir;

3.2.5.1. personelin ve
ziyaretgilerin tanimlanmast
ve dogrulanmasi,

3.2.5.2. tesislere giris kontrolii ve
tesislerdeki odalara,
donanimlara, dosya
dolaplarina ve bilgiye
erisim kontrolii,

3.2.5.3. personelin ve
ziyaretgilerin hareketlerinin
izlenmesi,

3.2.5.4. prosediirlerin diizenli
olarak denetlenmesi,

3.2.5.5. giivenlik ihlallerine kars1
yapilacaklar.

3.2.2 CCTL must perform the
activities and use a documentation
and archive management system
in conformance with a quality
manual.
3.2.3 CCTL must have a Security
Manual including all procedures
to be applied and responsibilities
of all staff, in order to provide
high level of security required to
protect commercially critical
information. Physical Security,
Staff Security, Information
Security measures and
requirements must be defined in
the Security Manual.
324 CCTL must assign
administrative manager, technical
officer, quality officer and
recording officer, as well as
evaluation staff at minimum. Same
staff can perform different
positions, if they do not have
coincidence with each other.
3.2.5 CCTL must take physical
security measures to keep
customer information at required
security level. Physical security
measures must include the
following items;

3.2.5.1 Definition and

verification of staff and

visitors,

3.2.5.2 Control of

entrance to the premises,

as well as control of

access to the rooms,

equipment, file cabinets

and information in the

premises,

3.2.5.3Monitoring of staff

and

visitor activities,

3.2.5.4 Supervision of the

procedures regularly,

3.2.5.5 Actions against

Security

breaches.
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3.26 OKDL Ortak Kriterler 3.26. CCTL Common Criteria

Belgelendirme Sistemi
yonetimi ile irtibat1 saglayacak
bir iletisim altyapist tesis
etmeli, iletisimden sorumlu bir
personel gorevlendirmeli ve
gerektiginde OKBS
belgelendirme ve inceleme
uzmanlar1 i¢in  laboratuvar

Certification ~ Scheme  must
establish a  communication
infrastructure in order to provide
communication with the
management, assign a staff
responsible for communication
and must be able to provide
office inside the laboratory, if

icerisinde ofis temin required, for CCCS certification
edebilmelidir. and inspection experts.

3.2.7 OKDL yapi icerisinde 3.2.7. CCTL must inform CCCS
gergeklestirdigi tim management with all evaluation

degerlendirme eylemleri ve
danmismanlik  faaliyetleri ile

activities and consulting services
held within the structure.

ilgili olarak OKBS yonetimini 3.2.8. The security requirements

bilgilendirmelidir.
3.28 OKDL ile OKBS arasinda
asagida  belirtilen  asgari

giivenlik gereksinimlerini
karsilandigi elektronik iletisim
mekanizmasi

calistirtlabilmelidir.

3.2.8.1 Erisim kontrol ve
dogrulama yonetimi

3.2.8.2 Erisim giincesi tutma ve
izleme yonetimi

3.2.8.3 Ag izleme, saldir1 tespit ve
koruma yazilimlar

3.2.8.4 Ulasim katmaninda giivenli
iletisim icin  kullanilan

concerning to the electronic
communication  between  the
evaluation facility and the CCCS
mentioned below has to be
supplied.
3.2.8.1.Access control and
authentication management
3.2.8.2.Access logging and
monitoring management
3.2.8.3.Network monitoring, IDS
and IPS software
3.2.8.4.Secure communication
protocols (SSH, SSL)
3.2.8.5.PGPkeys

giincel protokoller (SSH, 3.3. Documentation Requirements
SSL)
3.2.8.5 PGP Anahtarlari 3.3.1. CCTL must ensure to keep all

3.3 Dokiimantasyon Gereksinimleri

3.3.1 OKDL tim kalite
dokiimantasyonunun ve diger
prosediirlerin  giincel olarak
tutulmasint  ve  personeli
tarafindan  ylriirliikteki  son
siiriimlerinin ~ kullanilmasini
saglamalidir. OKBS tarafindan
talep edildiginde yiirtirliikteki
son siiriimler iletilmelidir.

quality manual and other
procedures updated and that the
staff uses the latest version in
force. The latest versions in use
must be provided to CCCS, if
requested.
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3.3.2. OKDL gergeklestirmekte
oldugu bir degerlendirmede
degerlendirme standardinin ve
degerlendirme  metodolojisinin
OKBS tarafindan kabul edilen ve
kullanilan son strimiini
kullanmakla yiikiimlidiir. Ayrica
s0z konusu degerlendirmede

kullanilan tim standart,
metodoloji, teknik yorumlar ve
diger referans kaynaklar

OKBS’ye bildirilmeli  ayrica
degerlendirme teknik raporu
icerisinde bu dokiimanlar
belirtilmedir.

3.4. Personel Gereksinimleri

3.4.1. OKDL tim calisanlarinin
yazili olan giivenlik kilavuzuna
uygun olarak caligmasini
saglamakla ylikiimlidiir.

3.4.2. OKDL personeli ise
baslamadan evvel bir gizlilik
s0zlesmesi imzalamalidir.

3.4.3. Degerlendirme delillerinin
milli gizli bilgiler icermesi
durumunda degerlendirmelerde
yalnizca gerekli seviyede
giivenlik kleransi sahibi personel
gorev almalidir.

3.4.4. OKDL personeli verilen gorevi
yerine getirebilecek niteliklere
sahip olmalidir.

3.4.5. OKDL igerisinde Ortak
Kriterler degerlendirmeleri
gerceklestirecek personel
asagidaki unvanlardan  birine
sahip olmalidir.
3.4.5.1.Stajyer Degerlendirici
3.4.5.2.Uzman Degerlendirici

3.3.2 CCTL is liable to use the latest
version of the evaluation
standard and  evaluation
methodology accepted and
used by CCCS during any
evaluation held. Furthermore
all standards, methodology,
technical comments and other
references used in evaluation
must be notified to CCCS and
these documents must be stated
in the technical evaluation
report as well.

3.4 Staff Requirements

34.1 CCTL is responsible for
having all the staff work in
conformance with the written
security manual.

34.2 CCTL staff must sign a
confidentiality agreement prior
to employment.

3.4.3 In case evaluation evidence
includes any confidential
information at national scale,
evaluation must be performed
only by the staff with security
clearance at required level.

344 CCTL staff must have
sufficient qualifications for the
required assignment.

3.45 The staff to make Common
Criteria Evaluations within
CCTL must have one of the
following titles.

3.4.5.1 Trainee Evaluator
3.4.5.2 Expert Evaluator




URUN BELGELENDIiRME MERKEZi
PRODUCT CERTIFICATION CENTER
ORTAK KRITERLER BELGELENDIiRME SiSTEMi
COMMON CRITERIA CERTIFICATION SCHEME
DEGERLENDIRME LABORATUVARI LISANSLAMA YAYINI

PUBLICATION FOR EVALUATION LABORATORIES LICENSING

Dokiiman No: UBM-03-OKBSY-01 |Yay1n Tarihi: 23/11/2007 | Rev. Tarihi: 29/04/2010 | Rev.No:02 [ Sayfa: 6/6

3.4.6. Gerekli niteliklere sahip olarak
ise  alman  degerlendiriciler
oncelikli olarak kurumun ve
OKDL’nin prosediirlerine uygun
olarak bir oryantasyon egitimi
almalidir. Ardindan Ortak
Kriterler ~ konusunda  OKDL
tarafindan ~ hazirlanan  temel
diizeyde egitimleri
tamamlamalidirlar. Bu egitimler
sonunda Stajyer Degerlendirici
olarak degerlendirmelerde gorev
alacak personel, bir uzman
degerlendirici gozetiminde ve
OKBS denetiminde bir
degerlendirme gergeklestirdikten
sonra OKBS tarafindan miilakata
alinir ve basarili olan
degerlendirici Uzman
Degerlendirici lisansi alir.

3.4.7. OKDL personeli icin
hazirlayacagr  egitimler  igin
asagida  listelenen  kurallara

uymakla yiikiimliidiir.
3.4.7.1.0KDL Stajyer
Degerlendiricileri tabi

tutmak iizere bir egitim
programi hazirlar ve bunu
OKBS’ye onaylatir.
3.4.7.2 Egitimler Uzman
Degerlendiriciler tarafindan
gergeklestirilmelidir.
3.4.7.3.Degerlendirme  konular
disindaki  Test Merkezi
Personeli de  baslangi¢
diizeyinde egitim almalidir.
3.4.8. OKDL’nin yillik  personel
devir orant %20 ’nin altinda
olmalidir.

3.4.6 Employed evaluators with
required qualifications must
firstly get an orientation
training in conformance with
the institution and CCTL. Then
they must complete basic
training  about  Common
Criteria prepared by CCTL. As
a result of these trainings, the
staff shall start working as a
Trainee Evaluator and shall
conduct an evaluation process
under supervision of an Expert
Evaluator and monitoring of
CCCS. This is followed by an
interview with the Trainee
Evaluator by CCCS and the
successful staff gets Expert
Evaluator license.

3.4.7 CCTL is liable to conform to the
below listed rules for the training
to be prepared for its staff.

3.4.7.1 CCTL prepares a training
programme for the Trainee
Evaluators and has CCCS
approve this programme.

3.4.7.2 Trainings must be held by
Expert Evaluators.

3.4.7.3 Testing Office Staff not
dealing with evaluation
issues must also get
training at elementary
level.

3.4.8 Annual staff turnover of CCTL
must be less than 20%.




